Case: 1:17-cv-00194 Document #: 76 Filed: 05/03/17 Page 1 of 19 PageID #:1840

UNITED STATES DISTRICT COURT FOR
THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION
FEDERAL TRADE COMMISSION,
Plaintiff,
v.
CREDIT BUREAU CENTER, LLC,
a limited liability company, formerly known as
MYSCORE LLC, also doing business as
EFREESCORE.COM, CREDITUPDATES.COM,
and FREECREDITNATION.COM,
MICHAEL BROWN,
individually and as owner and manager of
CREDIT BUREAU CENTER, LLC,
DANNY PIERCE, individually, and
ANDREW LLOYD, individually,
Defendants.

)
)
)
)
)
)
)
) Case No.: 1:17−cv−00194
)
) Hon. Matthew F. Kennelly
)
)
)
)
)
)
)
)
)

RECEIVER’S STATUS REPORT ON
PAST, PRESENT AND FUTURE ACTIVITIES

Dated: May 3, 2017

Blair R. Zanzig (No. 6273293)
Alex J. Whitt (No. 6315835)
HILTZ & ZANZIG LLC
53 West Jackson Blvd., Suite 205
Chicago, Illinois 60604
Telephone: 312.566.9008
Fax: 312.566.9115
bzanzig@hzlawgroup.com
Counsel for Robb Evans & Associates LLC, as
Receiver

Case: 1:17-cv-00194 Document #: 76 Filed: 05/03/17 Page 2 of 19 PageID #:1841

TABLE OF CONTENTS
I.

Following Its Appointment, the Receiver Sought to Immediately
Secure Both Receivership Assets, and Control of the Receivership
Defendant and Its Records. ...............................................................................................1
A.

The Receiver Identified and Attempted to Collect All
Receivership Funds. ................................................................................................ 2

B.

The Receiver Suspended the Receivership Defendants’
Deceptive Marketing Practices. .............................................................................. 6

C.

The Receiver Sought the CBC Defendants’ Cooperation....................................... 7

II.

Following the Initial Weeks of the Receivership, the Receiver
Focused Its Efforts on Locating and Accessing Missing Records. ..............................10

III.

Going forward, the Receiver Anticipates a Relatively Less Active
Role Subject to the Needs of the Court and Discovery of Any Additional
Information. ......................................................................................................................13

i

Case: 1:17-cv-00194 Document #: 76 Filed: 05/03/17 Page 3 of 19 PageID #:1842

Pursuant to the Court’s Order dated April 19, 2017, the Receiver Robb Evans &
Associates LLC (“Receiver”) respectfully submits this status report detailing its past, present,
and anticipated future activities during this case.
I.

Following Its Appointment, the Receiver Sought to Immediately Secure Both
Receivership Assets, and Control of the Receivership Defendant and Its Records.
On January 11, 2017, the Court granted the FTC’s request for a temporary restraining

order and simultaneously appointed Robb Evans & Associates LLC as Temporary Receiver for
the “Receivership Defendant” and its affiliates. (Order dated 1/11/2017 (“TRO”) [Dkt. #16] §
VII.A.) The TRO defined “Receivership Defendant” to mean Credit Bureau Center, LLC (f/k/a
MyScore LLC), including “its successors and assigns” and “any subsidiaries, affiliates, divisions,
or sales or customer service operations.” (Id. § VII.) On February 21, 2017, after the
preliminary injunction hearing, the Court made the Receiver the permanent equity receiver on
terms paralleling the TRO. (See Prelim. Inj. [Dkt. #59] § VII.A & Definition ¶ 13.)
Upon its appointment, the Receiver immediately sought to identify and assume control
over all receivership assets as directed by the Court’s orders. Under the TRO and Preliminary
Injunction, the Receiver was to “[t]ake exclusive custody, control, and possession of all assets
[of] . . . the Receivership Defendant, wherever situated.” (TRO § VII.B.2; Prelim. Inj. VII.B.2.)
Further, the Receiver was to open one or more bank accounts as “designated depositories for
funds of the Receivership Defendant” and “deposit all funds of the Receivership Defendant in
such designated account.” (TRO § VII.B.15; Prelim. Inj. VII.B.15.) Under the TRO and
Preliminary Injunction, the Court directed financial institutions to turnover funds to the Receiver
and furnish the Receiver with all related records. (TRO § VII.E; Prelim. Inj. VII.E.) The TRO
(and later Preliminary Injunction) provided: “[u]pon service of a copy of this Order, all financial
institutions, . . . credit card processing agents . . . or other financial institutions or depositories of
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any kind, shall cooperate with all reasonable requests of the Receiver relating to implementation
of this Order, including transferring funds at his or her direction and producing records related to
the assets of the Receivership Defendant.” (Id.)
A.

The Receiver Identified and Attempted to Collect All Receivership Funds.

Bank of America Accounts
To preserve all receivership assets, the Receiver served a copy of the TRO on all
financial institutions known to the Receiver to be holding Receivership Defendant accounts,
including Bank of America. The Receiver requested those financial institutions freeze any
accounts and provide corresponding bank records, including account statements. The
Receivership Defendant maintained its primary bank accounts at Bank of America under the
name “MyScore LLC.” On January 27, 2017, the Receiver requested Bank of America turnover
all funds held in MyScore’s accounts. (See Temp. Receiver Rpt. [Dkt. #36] at 9.) On February
3, 2017, Bank of America turned over a total of $339,299.91 from 5 accounts (another account
was overdrawn by more than $4,000).
Merrill Lynch Accounts
The Receiver’s forensic accountants analyzed the Receivership Defendant’s bank
statements to identify other accounts belonging to the Receivership Defendant and any transfers
that may have been made in violation of the Court’s TRO. Through this analysis, the Receiver
discovered that on December 30, 2016, less than two-weeks prior to entry of the TRO, Brown
had transferred $640,000 from MyScore’s bank account to a Merrill Lynch account in the U.S.
Virgin Islands in the name of Zenfia LLC, one of the Receivership Defendant’s affiliates. The
transfer from MyScore’s Bank of America account was the sole deposit into the Merrill Lynch
account. The Receiver has identified no business purpose or consideration for this transfer.

2
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Defendant Brown appears to have originally formed Zenfia LLC in November 2014 as a
California limited liability company. (Temp. Receiver Rpt. [Dkt. 36] at 7.) Although Zenfia
originally had two accounts at Bank of America, Brown closed those accounts by October 2015.
Since at least that time, Brown appears to have conducted all business through MyScore’s
accounts at Bank of America. The Receiver is unaware of any business Zenfia conducted
independent of MyScore LLC, particularly given that Zenfia apparently had no bank accounts.
In fact, the domain zenfia.com was among the 316 domains held in MyScore’s GoDaddy
account, the internet domain registrar that the Receivership Defendant used.
Brown formed a second Zenfia LLC in the U.S. Virgin Islands (“Zenfia (US-VI)”) on
December 7, 2016, shortly before opening the Merrill Lynch account. In the account opening
records, Brown is listed as the sole member of Zenfia (US-VI) and its managing director. During
his preliminary injunction testimony, Brown identified Zenfia (US-VI) as the successor to the
original California entity and a continuation of its business, but shifted to the U.S. Virgin Islands
for purported tax advantages. (Ex. 1 (Tr. 2/14/2017) at 134:7-9.) Brown described his business
as a single entity under MyScore LLC providing consumers with credit reports and credit
monitoring services either directly or through co-branded or “white label” websites. (Id. at
135:21-137:25.)
After obtaining the Merrill Lynch account records, the Receiver discovered that Brown
withdrew $328,276.22 out of that account between January 1, 2017, and February 2, 2017. (Ex.
2 (Transaction Stmt.).)1 On January 5, Brown transferred $100,000 back to MyScore’s Bank of
America account. (Id.) Again, the Receiver is unaware of any documented accounting purpose
for this transfer other than it is consistent with Brown’s practice of treating MyScore and Zenfia

1

The Receiver originally provided this transaction report as Exhibit 6 to the Temporary
Receiver’s Report of Activities [Dkt. #36].
3
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as a single entity. Brown made the rest of the transfers from the Merrill Lynch account after the
TRO was entered, including (i) $150,000 to the client trust account of counsel for Brown and
CBC (collectively, the “CBC Defendants”) on January 17; (ii) $9,000 to Nicole Papugeorg (the
Defendant’s significant other) on January 17; (iii) $44,009.50 to the Credit Data Center LLC on
January 18; (iv) two checks to Blue Sky Realty totaling $6,600 on January 20 and January 31;
and (v) numerous transactions between January 24 and February 1 for various items, including
restaurants, cash withdrawals, air fare and Airbnb charges. (See id.) Through such withdrawals,
Brown violated the TRO’s prohibition against transferring or spending funds that: (a) belonged
to, or were controlled by, any of the Defendants (TRO § II.A.1); or (b) were in the possession of,
or held by, any entity that any of the Defendants owned or controlled.2 (TRO § II.A.3.)
Having earlier served Bank of America (Merrill Lynch’s parent company) with a copy of
the TRO, the Receiver additionally served Merrill Lynch with a copy of the TRO on January 20,
2017. On February 22, 2017, the Receiver also served Merrill Lynch with a copy of the
Preliminary Injunction and requested Merrill Lynch turnover the funds in the account to the
Receiver. On March 24, 2017, Merrill Lynch transferred the balance totaling $311,396.40 to the
Receiver. (See First Fee App. [Dkt. #70] at 3 and Ex. A; see also Prelim. Inj. § VII.E (requiring
financial institutions to transfer funds to Receiver).)
Similarly, the Receiver also sought the return of the funds that Brown transferred from
the Merrill Lynch account on January 18, 2017, to Credit Data Center LLC, a new company that
Brown formed the day before the transfer. (Ex. 1 (Tr. 2/14/2017) at 185:7-15.) During the

2

While the Court’s orders permitted the Defendant – upon compliance with the financial
disclosure requirements – to enter into a written agreement with the FTC to use personal funds to
pay ordinary and necessary living expenses (see TRO § II.E.), the Receiver is unaware of any
such agreement here. Moreover, the funds in the Merrill Lynch account are not personal funds
and almost none of the post-TRO transfers from the Merrill Lynch account appear to be for
ordinary living expenses.
4
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preliminary injunction hearing, Brown testified that he made such transfer after becoming aware
of the FTC’s complaint in this action and the shut-down of credit card processing accounts. (Id.
at 151:17-152:4.) On February 27, 2017, after entry of the Preliminary Injunction, the Receiver
requested that Bank of America turnover the funds. On approximately February 28, 2017, Bank
of America turned over $43,323.95 to the Receiver.
The Receiver also demanded that Parker MacKay, CBC Defendant’s counsel, turnover
the $150,000 deposited into his client trust account asserting that such funds were receivership
assets and transferred in violation of the TRO’s asset freeze. (See Ex. 3 (2/6/2017 Demand
Letter).)
Credit Card Processing Accounts
The Receiver identified several credit card merchant processors used by the Receivership
Defendant. (See Temp. Receiver Rpt. at 9.) After serving a copy of the TRO on those
processors, they suspended any recurring debiting of consumer accounts. (TRO § VII.B.2
(“[T]he Receiver shall not collect any amount from a consumer or allow the Receivership
Defendant to continue to debit or otherwise charge a consumer’s account, if the Receiver
believes the consumer was a victim of the unfair or deceptive acts or practices alleged in the
Complaint in this matter.”); see also Prelim. Inj. § VII.2 (same).) In addition, the Receiver
directed the credit card processors to freeze MyScore’s merchant account. (Temp. Receiver Rpt.
at 9.) Credit card processors ordinarily hold amounts debited from consumers in a reserve
account for at least six months to secure any chargebacks by consumers. (See First Fee App. at
3.) Humboldt Merchant Services was one of the Receivership Defendant’s processors and had
maintained an account for MyScore LLC d/b/a CreditReportNation. As that account had already
significantly aged by the time the Receiver was appointed, the Receiver requested Humboldt
turnover any balances it was holding. On January 20, 2017, Humboldt turned over $35,020.00 to
5
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the Receiver. The Receiver has maintained contact with the Receivership Defendant’s other
processors, confirming that they are retaining approximately $200,000 in reserve balances that
will likely become available in July 2017. (Id.)
B.

The Receiver Suspended the Receivership Defendants’ Deceptive Marketing
Practices.

Customer Service Representatives
The Receiver immediately took steps to ensure that the Receivership Defendant ceased
any deceptive marketing practices to the detriment of consumers and that it otherwise complied
with the TRO (and later Preliminary Injunction). (TRO § VII.10 & VII.13.) In similar
circumstances, the Receiver ordinarily provides customer service representatives with a script to
provide appropriate information and assistance to consumers. Here, the Receivership Defendant
did not employ its own customer service representatives, but instead used third parties to provide
customer service support. The Receiver, however, was unable to contact or control any of those
customer service centers. The Receiver initially contacted Five9, a web-based company who
recorded customer service calls for MyScore. (Id.) The Receiver instructed Five9 to preserve all
records and worked with Five9 to obtain access to those electronic records. (Id.) The Receiver
in turn provided the FTC access to those recordings. (See id.; TRO §§ VII.B.17 & VIII.)
The Receiver learned that MyScore used a third-party customer call center based in
Columbia, South America. Using the only contact information that it had at the time, the
Receiver emailed a copy of the TRO to the manager of the Columbian-based customer service
center requesting the center contact the Receiver. The Receiver never received a response.
(Temp. Receiver Rpt. [Dkt. #36] at 10.) Based on recordings of customer service calls that the
Receiver had obtained, the Receiver knew that the call center was pressuring consumers to
continue their service despite customers’ indication that they had been defrauded. In the process,
6
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the customer service representative collected customers’ personal identifiable information,
including names, addresses, social security numbers and birthdates. Unable to manage the
customer service calls and ensure consumers were not put at further risk, the Receiver terminated
the customer service numbers.
Internet Domains
The Receiver also immediately secured MyScore’s internet domains to preclude them
from being transferred to other parties outside of the Receiver’s control, and also to preclude any
tampering with the information and records accessible through such domains. To do this, the
Receiver contacted GoDaddy.com – the domain registrar responsible for managing the
reservation of MyScore’s domain names. Coordinating with the GoDaddy personnel who
routinely handles these types of requests, the Receiver caused GoDaddy to place a “registrar
lock” on the Receivership Defendants’ account. With a registrar lock in place, anyone that
directed their web browsers to one of the affected domain addresses would be directed to a
default GoDaddy page rather than the original content. Later, GoDaddy transferred MyScore’s
account to the Receiver’s control. At that point, the Receiver determined that the account held
316 domain names. (Temp. Receiver Rpt. [Dkt. #36] at 10.) To continue to prevent outside
access to the information accessible through such domains or unwanted transfer of the domains,
the Receiver left those domains inactive, except as necessary during the Receiver’s investigation
(described below).
C.

The Receiver Sought the CBC Defendants’ Cooperation.

During the first weeks of the receivership, the Receiver also sought the cooperation of
MyScore’s employees, including Brown. The Receiver coordinated with the FTC who served a
copy of the TRO and other process on Brown via email on January 13. On January 17, the
Receiver left a voicemail for Brown asking him to contact the Receiver. (Temp. Receiver Rpt.
7
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[Dkt. #36] at 1.) The same day, the Receiver talked with David Ling who confirmed that he was
one of MyScore’s employees and had received copy of the TRO on January 13. (Id.) Mr. Ling
told the Receiver that he maintained MyScore business records at his home office, but later
refused to permit the Receiver to inspect and copy such records notwithstanding the terms of the
TRO. (Id.) Mr. Ling referred the Receiver to the CBC Defendant’s counsel. (Id.)
On January 19, 2017, counsel for the CBC Defendants, Parker MacKay, contacted the
Receiver by telephone. (Id. at 2.) Mr. MacKay raised defendants’ interest in continuing portions
of the business that he asserted were unrelated to the FTC’s allegations. (Id.) As a threshold to
running any portion of the business, the Receiver needed to determine whether the business
could be operated legally and profitably without dissipating funds that might be used for
consumer redress. (See TRO § VII.B.14.) Accordingly, from the start, the Receiver informed
the CBC Defendants that it would need access to all of the Receivership Defendant’s records,
including accounting and customer records that may contain consumers’ personally identifying
information, and other information such as purchasing history or status of any subscriptions.
Later that day, MacKay emailed the Receiver with login credentials for five services that
MyScore purportedly used: Xero.com (Accounting), Bank of America, AgileCRM.com
(sales/affiliate customer relationship management (“CRM”) services), LinkTrust.com and
Offerit.com (both affiliate tracking). (See Ex. 4 (Email from MacKay).) Although the CBC
Defendants indicated that such services should provide “all necessary information,” the Receiver
would later discover that the CBC Defendants had not been fully forthcoming about MyScore’s
operations. (See id.) It would be more than two months into the Receivership before Brown
would ultimately provide the Receiver with access to MyScore’s virtual servers maintained
through an account with Amazon Web Services where it appears to have stored substantial
records, including at least some customer records.
8
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At the time, however, after reviewing the accounting records that Brown had disclosed to
that point, the Receiver determined that such records did not tie revenues to the specific source
of funds. As a possible alternative source of such information, the Receiver would need to
examine MyScore’s customer records. Accordingly, the Receiver attempted to examine the
Agile account, which the CBC Defendants identified as the customer relationship management
tools that MyScore used. (Temp. Receiver Rpt. [Dkt. #36] at 10.) The Receiver, however, was
unable to login in with the credentials supplied by the CBC Defendants. (Id.) Ultimately, the
Receiver did obtain access to the Agile system after serving it with a copy of the TRO. (Id.) As
the Receiver reported in early February, the Receiver was unable to locate any consumer records
or evidence regarding MyScore’s past revenue streams. (Id.) Based on the records it found in
the Agile database, the Receiver concluded that MyScore had only begun using Agile for at most
a few months. (Id.) Thus, any information contained on Agile would provide little information
about the Receivership Defendant’s past revenue streams or consumers impacted by the
Defendants’ scheme. (Id.) The Receiver concluded that the Receivership Defendants must have
used another as yet undisclosed company to provide customer records management. (Id. at 2.)
The Receiver followed-up with CBC Defendant’s counsel via telephone conferences on
January 25 and 26, 2017, regarding, among other things, the status of the receivership, the
ongoing need for access to both MyScore’s customer records and its email system (which also
had not been turned over to the Receiver).
On February 3, 2017, the Receiver filed its first detailed report regarding its activities to
that point. (Temp. Receiver Rpt. [Dkt. #36].) Additionally, having received no further response
from the CBC Defendants regarding the Receiver’s outstanding requests, the Receiver renewed
and memorialized its requests in two demand letters to the CBC Defendants. (See Exs. 5 & 6
(Demand Letters).) In a February 6, 2017 demand letter to the CBC Defendants, the Receiver
9
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requested the CBC Defendants provide three categories of information: (1) all customer records
for MyScore dating back to its inception, including the customer records management system
used by MyScore and associated login credentials; (2) complete contact information for the
Columbian-based customer service center; and (3) login credentials for MyScore’s email
account. (Ex. 5 (Letter from Receiver’s Counsel).) In a separate demand letter to MacKay, the
Receiver requested the turnover of the retainer paid to him from the Merrill Lynch account,
explaining that such funds were receivership assets and transferred in violation of the terms of
the TRO. (Ex. 6 (Letter from Receiver’s Counsel).) The Receiver has never received a written
response to either of its demand letters.
II.

Following the Initial Weeks of the Receivership, the Receiver Focused Its Efforts on
Locating and Accessing Missing Records.
On February 13, 2017, in lieu of providing the Receiver full access to MyScore’s email,

Brown instead produced a USB drive purporting to contain some of the emails. Although the
TRO required the CBC Defendants to provide the Receiver with access to all of the Receivership
Defendants’ corporate email accounts, including login credentials, the Receiver was willing to
evaluate Brown’s production as a first step. (See TRO §§ VII.C.1.a & b; VIII.D.1.d.)
Apparently, Brown encrypted the drive containing his emails using an open source program
called VeraCrypt. Notwithstanding multiple efforts over a week by Receiver’s counsel to access
the information, including downloading several additional programs suggested by Brown,
attempting to use both Windows and Apple computers, and holding a telephone conference with
Brown to have him walk through decrypting the drive, Brown was unable to provide the
Receiver with access to any data that might have been on that drive. On February 22, 2017,
Brown alternatively provided the Receiver a link to a cloud-based drive from which the Receiver
downloaded an unencrypted email file. The Receiver then converted the file produced by Brown
10
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from a “MBOX” format to a “PST” format so the Receiver could access the emails using
Outlook (the standard email client used by the Receiver). Ultimately, while the email file
contained approximately 44,000 emails from the email account mike@myscore.com, the
Receiver had no way of determining the completeness of the emails Brown turned over.
At the same time the Receiver was seeking access to MyScore’s email accounts, the
Receiver was also unable to locate or access MyScore’s customer records. Following the
February 8 status hearing, CBC Defendant’s counsel told counsel for the Receiver and the FTC
that Brown believed the Receiver somehow prevented itself from accessing the records, but CBC
Defendant’s counsel resisted disclosing more citing his desire to preserve his anticipated crossexamination of the Receiver. The CBC Defendants did subsequently assert that the CRM data
was accessible using the domain name “admin.myscore360.com,” but provided no further
instruction. The Receiver activated the domain name identified by the CBC Defendants and
determined that it was not a portal that led to the CRM data. (Ex. 1 (Tr. 2/14/2017) at 125:1420.) During his testimony at the preliminary injunction hearing, the Receiver’s deputy made
clear that the Receiver was seeking the location where the data was stored. (Id. at 128:18-129:8.)
Having unsuccessfully attempted to obtain meaningful cooperation from the CBC
Defendants, the Receiver initially flagged its concerns to the Court during the February 27, 2017
status hearing. (Ex. 7 (Tr. 2/27/2017) at 7:13-9:16.) Expressing a preference for any
enforcement motions seeking relief to be brought by the FTC, the Court directed the Receiver to
file a status report regarding the CBC Defendant’s compliance by March 20, 2017. (Id. at 11:2312:1.) On February 28, 2017, in a further attempt to solicit the CBC Defendants’ cooperation
before filing a report, the Receiver sent another letter outlining outstanding issues. (Ex. 9 (Letter
from Receiver’s Counsel).)

11
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On March 6th and 7th, the Receiver, Brown, their respective counsel, and counsel for the
FTC, held a series of extended telephone conferences addressing, among other things,
compliance issues. During those calls – nearly two months into the receivership – Brown finally
conceded, among other things, that MyScore LLC maintained at least some customer records
using virtual servers through an account at Amazon Web Services (“AWS”). In follow-up
emails, for the first time, Brown provided the Receiver with the login credentials to access such
data. Brown also finally provided the long-requested identity and contact information for
Columbian-based customer service center, Virtual Tele Services. Further, Brown admitted that
additional MyScore records were maintained in a Google Docs account. While Brown was
required under TRO and Preliminary Injunction to have provided the Receiver with access to the
account (see Prelim. Inj. §§ V.II.C.1.a, b, and D.1.d.), the Receiver agreed to defer its request for
complete access. Instead, the Receiver would permit Brown to produce copies of the documents
contained in the Google account and provided login credentials for non-administrative email
addresses, which the Brown subsequently did.
Although the login credentials provided by Brown appear valid, Google required a
secondary verification process to access the emails. Brown indicated that he was unable to assist
the Receiver with respect to that access directing the Receiver to Google’s support options. The
Receiver has attempted to work with Google to overcome that restriction, but in the course of
doing so learned that the account had been suspended for non-payment. Because Brown has not
provided the Receiver with administrator access to the account, the Receiver is unable to
determine the amount owed. Google informs the Receiver that the administrator account is
owned by “Ann Droyd” at ann@solarmora.com. The Receiver is investigating and anticipates
requesting Brown’s assistance.

12
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With respect to the data on the AWS servers, the Receiver first had to identify what data
was being hosted on the servers and determine the means for accessing the data, which initially
required coordination with AWS’ customer support. Once the Receiver resolved initial technical
issues, the Receiver then downloaded the data to an offline computer to further review the
information without corrupting the original data. The Receiver believes it is likely that while
operating MyScore Brown accessed the data on the AWS system using custom programs either
not available or provided to the Receiver. While the Receiver has been able to view some of the
raw data, the Receiver is not able to correlate the data into useable records without investing
substantial additional man hours to create a custom program for the Receiver. The Receiver
believes that such expense is unwarranted given that Brown has the expertise and knowledge of
the databases to extract the necessary data. Accordingly, during an April 20, 2017 conference
among counsel for the Receiver, CBC Defendants, and FTC, the Receiver requested Brown use
his familiarity with MyScore’s databases to create a “script” – a simple search instruction – that
would pull certain information from the AWS servers, including (1) revenue by source/affiliate,
(2) all consumer names, physical addresses, and email addresses; and (3) the net amount charged
to each consumer. (Ex. 9 (Confirming Email).) To date, however, the Receiver has not received
a response from Brown or his counsel on this issue.
III.

Going forward, the Receiver Anticipates a Relatively Less Active Role Subject to the
Needs of the Court and Discovery of Any Additional Information.
Having substantially completed its principal responsibilities under the Preliminary

Injunction, the Receiver anticipates a less active involvement going forward, subject to any
contrary direction of the Court. Of course, the Receiver will continue to perform any duties
under the Preliminary Injunction that may arise. Presently, the Receiver forecasts such
responsibilities will involve the following activities:
13
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First, the Receiver presently concludes that there is unlikely to be any business that the
Receiver could operate profitably using receivership assets. It appears that at least a substantial
portion of the data that Brown used to run the Receivership Defendant is located on the AWS
servers. Brown failed to even identify this fact or provide the necessary login credentials until
almost the second week of March – two months after the Receiver was appointed. In fact,
Brown only acknowledged the data on the AWS servers at the prompting of the Receiver’s
counsel after the Receiver discovered payments to AWS. At this point, the Receiver estimates
that reconstructing the data on the AWS servers would require substantial investment of
receivership assets without any assurance of a future revenue stream.
Moreover, to date, the Receiver has been unable to verify a legitimate future source of
revenue that the Receiver could collect even if it attempted to operate the business. From the
earliest stages of the case, the Receiver invited Brown to provide the Receiver with a concrete
business plan for any business that he thought could be operated profitably, including specific
means for implementing it and a corresponding budget. Brown failed to provide the Receiver
with any such detail. Indeed, the Court itself invited Brown to move to modify the Preliminary
Injunction if he believed grounds existed and repeated its invitation when counsel for CBC
Defendants asked the Court’s preferred procedure for seeking such modification. (See Ex. 7 (Tr.
2/27/2017) at 6:4-19.) To date, Brown has not sought any such modification. Of course, the
Receiver remains open and willing to consider any concrete proposals by the parties for
continued operations.
Second, the Receiver has completed its review of the Receivership Defendant’s available
accounting and bank records. Barring the discovery of new records, the Receiver has identified
and collected nearly all known receivership assets, except for the disputed retainer payment. The

14
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Receiver will continue to monitor the credit card processor accounts and collect all funds
released from those reserve accounts.
Third, the Receiver intends to pursue its request to Brown to extract additional
information from the databases maintained on the AWS servers regarding the income sources,
and the identity and payment history of consumers. In addition to any probative value such
information would have in this case, the Receiver anticipates needing the consumer contact
information in particular to facilitate any future distributions.
Fourth, the Receiver intends to also secure the Receivership Defendant’s MyScore email
accounts. The Receiver will do this by attempting to coordinate with the CBC Defendants and
Google to resolve issues involving access to the accounts. If such efforts prove ineffectual, or
reach an impasse, then, consistent with the Court’s direction at the February 27 status hearing,
the Receiver would file a status report describing its failure to secure such information, deferring
to the parties whether to bring any further enforcement action. (See id. at 11:23-12:1.)
Fifth, the Receiver will continue respond to reasonable requests from the parties. (See,
e.g., Prelim. Inj. § VII.17 (requiring Receiver to respond to reasonable requests from FTC).) For
example, during the telephonic status hearing with the Court on April 19, counsel for the CBC
Defendants – for the first time and without any prior discussion with the Receiver – raised
various concerns, including questions about Brown’s personal tax situation. In a follow-up
phone call on April 20 with counsel for the Receiver and the FTC, Brown’s counsel indicated he
needed to collect the details regarding the tax issue to provide to the Receiver. To date, the
Receiver has not heard anything further on the issue, but would anticipate evaluating any such
issues Brown might raise in the future. Likewise, CBC Defendant’s counsel indicated that he
would be providing the Receiver with a letter setting out his concerns regarding the turnover of
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funds from the Merrill Lynch account. (Ex. 9 (Confirming Email).) Again, the Receiver has
heard nothing since on the issue.
Sixth, the Receiver will continue to administer existing assets in the receivership,
including performing necessary administrative functions, filing appropriate status reports to the
Court, and preparation of appropriate tax documents.
Finally, should the Court order a distribution of receivership assets, the Receiver will
seek approval of an appropriate distribution plan and take the necessary steps to implement such
plan and distribution, and to otherwise close the receivership estate.
Dated: May 3, 2017

Respectfully Submitted,
ROBB EVANS & ASSOCIATES LLC,
RECEIVER
By: /s/ Blair R. Zanzig
(One of Its Attorneys)
Blair R. Zanzig (No. 6273293)
Alex J. Whitt (No. 6315835)
HILTZ & ZANZIG LLC
53 West Jackson Blvd., Suite 205
Chicago, Illinois 60604
Telephone: 312.566.9008
Fax: 312.566.9115
bzanzig@hzlawgroup.com
Counsel for Robb Evans & Associates LLC, as
Receiver
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Sender’s Direct: 312.566.9545
Sender’s Email: bzanzig@hzlawgroup.com

VIA EMAIL
Gregory Zini
Barclay Damon LLP
200 Delaware Avenue
Kenmore, New York 14217
Parker MacKay
Law Offices of Parker R. MacKay
3110 Delaware Avenue
Kenmore, NY 14217
parker@mackaylawoffice.com
February 6, 2017
Re: FTC v. Credit Bureau Center, LLC, No. 17-CV-194 (N.D. Ill.)
Dear Messrs. Zini and Mackay:
I am writing on behalf of Robb Evans & Associates LLC in its capacity as the temporary
receiver in the above-reference case (the “Receiver”) to request the immediate cooperation of
you and your clients Credit Bureau Center LLC (formerly, MyScore LLC) (“MyScore”) and its
principal Michael Brown.
Specifically, the Receiver requires the following information:


The location of any and all customer records for MyScore dating back to its inception,
including the name of any customer records management system used by MyScore
since its inception and all login credentials necessary to access those records and/or
systems.



The name and complete address of all customer service centers utilized by MyScore,
including the service center located in Columbia, South America, and the complete
contact information for the manager of each such service center.



Login credentials, including user name and password, for MyScore’s email account.
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In the Court’s January 11, 2017 order, the Court required each of the defendants and their
officers, agents, employees, and attorneys to turnover all of MyScore’s records and any
passwords necessary to access MyScore’s records, including any of its means of communication.
(See Order dated 1/11/2017 (“TRO”) § VII.D.1(b) & (d); see also id. § VII.C.1 (directing
defendants and their attorneys to provide all necessary information to Receiver, including all
passwords).)
As the Receiver has already attempted unsuccessfully to secure your clients’ full cooperation on
these issues, the Receiver insists that you turnover the information requested above immediately.
The Receiver is especially concerned by the apparent absence of any historical customer records
among the information turned over to the Receiver to date.
Please let me know if you have any questions regarding the Receiver’s requests.
Sincerely,

{b"VrT

Member
Cc:

Guy Ward
Brick Kane
Lawrence Rubin
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From: Brick Kane
Sent: Thursday, January 19, 2017 11:10 AM
To: 'Parker MacKay' <parker@mackaylawoffice.com>
Cc: 'Gregory Zini' <gzini@barclaydamon.com>; 'O'Brien, Sarah A.' <sobrien@barclaydamon.com>
Subject: RE: FTC v. Credit Bureau Center, LLC et al.
Parker,
Thank you for this. We will begin the analysis.
Brick
From: Parker MacKay [mailto:parker@mackaylawoffice.com]
Sent: Thursday, January 19, 2017 10:33 AM
To: Brick Kane <bkane@robbevans.com>
Cc: Gregory Zini <gzini@barclaydamon.com>; O'Brien, Sarah A. <sobrien@barclaydamon.com>
Subject: FTC v. Credit Bureau Center, LLC et al.

Dear Brick,
In following up from our prior phone call today, what follows is detailed information to begin the court-ordered
receivership takeover. As I mentioned during the call, and in my last email, the attorney who will have primary
contact with you about receivership is Gregory Zini of Barclay Damon (copied on this email); he is, however,
on trial today.
You initially requested (1) information about accounting system(s), and (2) location of business papers
necessary to run the business. It’s perhaps best to start with the second question: the business does not have
papers stored in a physical address; all necessary information should be available through the online providers
listed below, including the partner agreements. As you will see, Xero is the accounting system employed.
The information should reveal several entities, as described below:
Credit Bureau Center LLC (Formally, MyScore LLC)
We offer credit reports, scores, and monitoring to consumers;
CreditUpdates.com and eFreeScore.com
Zenfia LLC (Zenfia.com)
Partners with companies whose customers have a need to check their credit report. We do co-brand and white
label credit monitoring. Co Branding takes place on CreditUpdates.com
1

Case: 1:17-cv-00194 Document #: 76-1 Filed: 05/03/17 Page 24 of 50 PageID #:1882
Here are the various provider/vendor logins:
Accounting:
Xero.com

Banking:
BankOfAmerica.com

Sales/Affiliate CRM:
AgileCRM.com

Affiliate Tracking:
LinkTust.com

Affiliate Tracking:
myscore.offerit.com

Finally, please excuse the informality and format in passing along this information. As I discussed on the
phone, CSID (the main credit information provider) cut off service earlier today in light of the TRO and its own
Service Agreement, meaning that subscriber information will no longer be provided to any of the businesses,
which has created a time-is-of-the-essence situation. Although, at this point, we firmly contest the allegations
in the complaint, as I also discussed, the stream of subscribers attributable to any behavior described in the
complaint would constitute only a portion of possible revenue; there are entirely separate revenue streams
attributable to other affiliates/partners, which have now been cut off. Therefore, we would like to move quickly
to get the receiver in place and attempt to have CSID restore service on those fronts so that the business remains
in a stable condition.
Please let me know once you have begun the process of accessing the business, and if you require further
information for the transition.
Thank you,
Parker MacKay
________________________
Parker R. MacKay, Esq.
The Law Office of Parker R. MacKay
3110 Delaware Ave.
Kenmore, NY 14217
Ph: (716) 803-8166
Fx: (716) 408-1651
Em: Parker@MacKayLawOffice.com
Please visit me online:
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www.MacKayLawOffice.com

This message is being sent by or on behalf of a lawyer; it is intended for the exclusive use of its intended recipient and may contain information that is
privileged or confidential or otherwise legally exempt from disclosure. If you are not the intended recipient or an employee or agent responsible for
delivering this message to the intended recipient, you are not authorized to read, print, retain, copy or disseminate this message or any part of it. If
you have received this message in error, please notify us immediately by email, discard any paper copies and delete all electronic files of the message.
If you are not sure as to whether you are the intended recipient, please respond to the above e-mail address.
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Sender’s Direct: 312.566.9545
Sender’s Email: bzanzig@hzlawgroup.com

VIA EMAIL
Gregory Zini
Barclay Damon LLP
200 Delaware Avenue
Kenmore, New York 14217
Parker MacKay
Law Offices of Parker R. MacKay
3110 Delaware Avenue
Kenmore, NY 14217
parker@mackaylawoffice.com
February 6, 2017
Re: FTC v. Credit Bureau Center, LLC, No. 17-CV-194 (N.D. Ill.)
Dear Messrs. Zini and Mackay:
I am writing on behalf of Robb Evans & Associates LLC in its capacity as the temporary
receiver in the above-reference case (the “Receiver”) to request the immediate cooperation of
you and your clients Credit Bureau Center LLC (formerly, MyScore LLC) (“MyScore”) and its
principal Michael Brown.
Specifically, the Receiver requires the following information:


The location of any and all customer records for MyScore dating back to its inception,
including the name of any customer records management system used by MyScore
since its inception and all login credentials necessary to access those records and/or
systems.



The name and complete address of all customer service centers utilized by MyScore,
including the service center located in Columbia, South America, and the complete
contact information for the manager of each such service center.



Login credentials, including user name and password, for MyScore’s email account.
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In the Court’s January 11, 2017 order, the Court required each of the defendants and their
officers, agents, employees, and attorneys to turnover all of MyScore’s records and any
passwords necessary to access MyScore’s records, including any of its means of communication.
(See Order dated 1/11/2017 (“TRO”) § VII.D.1(b) & (d); see also id. § VII.C.1 (directing
defendants and their attorneys to provide all necessary information to Receiver, including all
passwords).)
As the Receiver has already attempted unsuccessfully to secure your clients’ full cooperation on
these issues, the Receiver insists that you turnover the information requested above immediately.
The Receiver is especially concerned by the apparent absence of any historical customer records
among the information turned over to the Receiver to date.
Please let me know if you have any questions regarding the Receiver’s requests.
Sincerely,

{b"VrT

Member
Cc:

Guy Ward
Brick Kane
Lawrence Rubin
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Sender’s Direct: 312.566.9545
Sender’s Email: bzanzig@hzlawgroup.com

VIA EMAIL
Parker MacKay
Law Offices of Parker R. MacKay
3110 Delaware Avenue
Kenmore, NY 14217
February 6, 2017
Re: FTC v. Credit Bureau Center, LLC, No. 17-CV-194 (N.D. Ill.)
Dear Mr. MacKay:
I represent Robb Evans & Associates LLC in its capacity as the temporary receiver in the abovereferenced case (the “Receiver”). I am writing on behalf of the Receiver to demand the turnover
of the $150,000 transferred to your trust account on January 17, 2017, by Michael Brown from a
U.S. Virgin Islands bank account held in the name of a single member LLC that he owns and
controls. The funds in the U.S. Virgin Islands account are exclusively funds originally taken
from Credit Bureau Center LLC (formerly, MyScore LLC) by Mr. Brown. By transferring such
funds, Mr. Brown violated the Court’s January 11, 2017 temporary restraining order (the “TRO”)
barring transfers by companies he owns. Moreover, such funds are receivership assets that must
be turned over immediately to the Receiver (TRO §VII.D.1.)
Specifically, in December 2016, Mr. Brown, identifying himself as Zenfia’s sole member and
“managing director,” caused Zenfia to open a Merrill Lynch account in the U.S. Virgin Islands.
On December 30, 2016, Mr. Brown wired $640,000 from MyScore LLC’s Bank of America
account to Zenfia’s newly opened account in the Virgin Islands. Such transfer is the sole source
of funds deposited into that account. The Receiver has been unable to identify any legitimate
business purpose for such transfer nor was the transfer recorded in MyScore’s accounting
records. Rather, Mr. Brown (who is the sole owner and controlling officer of both entities)
appears to have operated the affiliates Zenfia LLC and MyScore LLC (n/k/a Credit Bureau
Center LLC) as a single enterprise.
As you are aware, on January 11, 2017, the Court entered a temporary restraining order enjoining
the defendants (and others acting in concert with them) from transferring funds subject to any of
the Defendants’ control. (TRO § II.A.) Among other things, the TRO enjoined the Defendants
from transferring funds that they owned, controlled, had access to, or were in the Defendants’
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constructive possession. (Id. § II.A.1 & 2.) Avoiding any doubt, the TRO further enjoined the
Defendants from transferring funds in the possession of, or controlled by, any corporation
“directly or indirectly owned, managed, or controlled by . . . any Defendant.” (Id. III.A.3.) As
Zenfia is solely owned and controlled by Mr. Brown, the TRO plainly barred Mr. Brown from
transferring any funds from Zenfia’s accounts. Nevertheless, on January 17, 2017, Mr. Brown
transferred $150,000 from Zenfia’s Merrill Lynch account to your trust account violating the
express terms of the TRO. Moreover, those funds all originated from MyScore LLC’s bank
accounts taken out less than two weeks prior to the Receivership for no apparent consideration.
The TRO requires the Defendants and their attorneys to fully cooperate with and assist the
Receiver by, among other things, immediately transferring all receivership assets to the receiver.
(TRO § VII.D.1.) Zenfia is an affiliate of MyScore / Credit Bureau Center and its U.S. Virgin
Island account from which the transfer to your trust account was funded consists exclusively of
receivership assets and must be turned over to the Receiver. See FTC v. Assail, Inc., 410 F.3d
256 (5th Cir. 2005) (affirming order directing turnover of retainer paid to defendant’s counsel by
affiliate of defendant in violation of asset freeze). Accordingly, the Receiver requests that you
transfer such funds to the Receiver immediately.
You may transfer the funds either by check made out to Robb Evans & Associates LLC,
Receiver for Credit Bureau Center, LLC or via wire to the following:
First Republic Bank
888 S.
ABA #:
; SWIFT #:
Susan Mendez : Direct (213) 228-8338
Account # :
Account Name : Credit Bureau Center LLC,
Robb Evans & Associates LLC, Receiver
Sincerely,

{b"VrT
Member
Cc:

Brick Kane
Gregory Zini
Guy Ward
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Sender’s Direct: 312.566.9545
Sender’s Email: bzanzig@hzlawgroup.com

VIA EMAIL
February 28, 2017
Gregory Zini
Barclay Damon LLP
200 Delaware Avenue
Kenmore, New York 14217
gzini@barclaydamon.com
Parker MacKay
Law Offices of Parker R. MacKay
3110 Delaware Avenue
Kenmore, NY 14217
parker@mackaylawoffice.com
Re: FTC v. Credit Bureau Center, LLC, No. 17-CV-194 (N.D. Ill.)
Dear Messrs. Zini and MacKay:
Credit Bureau Center, LLC (f/k/a MyScore LLC) and its principal Michael Brown (collectively,
“CBC”) still have failed to turn over or otherwise provide the Receiver with access (passwords)
to all of CBC’s records as the Court ordered in its TRO and subsequent preliminary injunction.
Despite having raised these issues with you both orally and in writing numerous times, you have
failed to respond other than recently providing a file containing emails (but not the login
credentials or any of the other records the Receiver requested). I am writing on behalf of the
Receiver in a final demand for immediate compliance.
First, CBC has failed to provide the Receiver with access to its customer records management
database. Accordingly, CBC has prevented the Receiver from effectively being able to contact
CBC’s subscribers to alert them regarding the status of their accounts, including the imminent
termination of credit monitoring services being provided by CSIdentity. To enable the Receiver
to immediately reach CBC’s customers, the Receiver demands that Mr. Brown immediately
identify the location of all customer records since CBC’s inception, including any necessary
instructions for accessing such records and any necessary login credentials.
Second, despite testifying that he had direct contact and control over CBC’s customer service
center, Mr. Brown has failed to provide the name and complete address of all customer service
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centers utilized by CBC, including the service center located in South America, and the complete
contact information for the manager of each such service center.
Third, Mr. Brown has failed to turn over all login credentials for CBC’s email accounts,
including without limitation all administrator level credentials. While, after substantial delay,
Mr. Brown finally provided the Receiver with a file containing 4.56 GB of emails, the Receiver
is unable to confirm that it has access to all of CBC’s emails, including all correspondence with
vendors and customers. Accordingly, the Receiver demands Mr. Brown disclose all email login
credentials, including those with administrator access.
Fourth, in my February 6, 2017 letter to Mr. MacKay, the Receiver demanded immediate
turnover of the $150,000 transferred to Mr. MacKay’s client trust account. As described in that
letter, such funds belong to CBC and must be turned over under the terms of the preliminary
injunction. While the Receiver is aware of some early discussions between the FTC and CBC’s
counsel regarding the use of Mr. Brown’s personal funds for his legal defense, the Receiver is
unaware of any discussions, much less agreements, regarding the use of CBC’s funds for defense
costs. Accordingly, the Receiver renews its demand that such funds be turned over immediately.
Finally, while reviewing CBC’s records turned over to date, the Receiver has identified
additional repositories of electronic records not previously disclosed by Mr. Brown, including
records maintained at Amazon Web Services and Google Docs. The Receiver demands that Mr.
Brown provide the login credentials for those accounts as well. Moreover, the Receiver again
demands that Mr. Brown identify the location of all of CBC’s records, including all
electronically stored information without limitation and provide all necessary information for
accessing such records.
The Receiver has previously requested the forgoing information multiple times and has received
limited to no response from you or CBC. (See my letter to Mr. MacKay dated February 6, 2017;
my letter to Messrs. Zini and MacKay dated 2/6/2017; and my emails to Mr. Zini on 2/15/2017
and 2/21/2017.) Moreover, Mr. Brown testified during the hearing on the preliminary injunction
that he could run his business from anywhere in the world. Therefore, given the previous notice
and ease of access, Mr. Brown should be able to immediately identify and provide immediate
access to all such records.
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Please be advised that the Receiver intends to report to the Court the status of CBC’s compliance
with the preliminary injunction, including the foregoing items, as of the close of business March
2, 2017.
Sincerely,

{b"VrT
Blair R. Zanzig
Member
Cc:

Guy Ward
Samuel Levine
Brick Kane
Lawrence Rubin
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Blair Zanzig
From:
Sent:
To:
Subject:

Blair Zanzig
Thursday, April 20, 2017 12:39 PM
'Zini, Gregory'; 'Levine, Samuel'; Ward, Guy G.
CBC: 4/20 Follow-up

All –
Here are the action items I noted from our call this afternoon. Please let me know if I’ve overlooked anything:
1. CBC Defendants will provide the Receiver (cc FTC) a letter setting out their position with respect to the transfers
from the Merrill Lynch account so that the Receiver can respond.
2. The Receiver requested Mr. Brown create a “script” (computer code) that will pull from the customer records
residing on the Amazon Web Service servers the following information: (1) revenue by source/affiliate; (2) all
consumer names, physical address, and email address; and (3) the net amount charged to each
consumer. (Gregory – I’ve tried to be a little more descriptive/specific here than I was on the phone.)
3. Gregory will confer with Mr. Brown today and address the issues regarding the support emails that I most
recently described in my April 10 email to Gregory.
4. The FTC will provide the CBC Defendants with a proposed settlement by Tuesday, April 25.
5. Gregory will provide the FTC with redacted attorney bills in support of his fee request.
Thanks,
Blair

_____________________________
Blair R. Zanzig
Hiltz & Zanzig LLC
53 West Jackson Boulevard, Suite 205
Chicago, Illinois 60604
312.566.9008 (main)
312.566.9545 (direct)
312.566.9015 (fax)
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